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I. PURPOSE

To establish a protocol for responding to and handling reports of suspicious letters, packages or mail that may contain materials which could constitute a biological, chemical or radiological hazard.

II. POLICY

A. The Helena Police Department will respond to and investigate incidents involving reportedly suspicious packages, letters or other mail items within the guidelines set forth within this policy.

B. Opened or unopened mail with no suspicious markings or indicators does not require a police response.  Recipients of such items should be advised they may open or not open such items within their own discretion.  Such items will not as normal practice be taken into department custody, unless not doing so could disrupt public order, public safety or otherwise significantly interfere with operation of the business or office in which it is located.

III. PROCEDURE

A. 911 Telecommunicator Responsibilities

1. When a call of a suspicious letter/package is received, the following information will be obtained, recorded in the Call for Service and relayed to the responding officer:

a. The caller’s name, location and call-back number;

b. Location of the suspicious package;

c. Reasons why the item is suspicious to the caller;

d. Has the letter or package been opened?

e. If so, was anything suspicious (powder, residue, a suspicious note, etc) found inside?

2. If the letter/package is still sealed, advise the caller to leave it where it is until an officer arrives to assess it.

3. Advise the caller to wash his/her hands with soap and water if he/she handled the letter or package;

4. Tell the caller to not move, drop or shake the package.

5. If the package or letter was opened and a residue found, advise the caller to:

a. Leave the package or letter where it is and cover it if possible;

b. Leave the room where the item is located and wash hands and other exposed skin with soap and water.

c. Close windows in the area where the item is located and request that the ventilation system to the area be turned off, if possible.

d. Avoid walking around the office/home where item is located, or leaving the location, until the police have arrived;

e. Ask that all others who had contact with the letter or package stay with the caller and follow the same directions;

f. Ascertain if anyone is ill due to handling the package.  If so, dispatch fire/medical with law enforcement.

6. Dispatch a law enforcement officer and advise shift Officer in Charge (OIC) of the incident.

B. Responding Officer Responsibilities

1. The shift Officer in Charge should respond along with any other officers to assist in assessing the incident.

2. Upon arriving, the responding officer(s) should first interview the caller to determine:

a. Why they believe the package is suspicious;

b. Was the package opened?

c. Were there any foreign or suspicious substances inside?

d. Was there correspondence inside that was either threatening or suspicious?

e. If they, any family members or others in their work office would be categorized as a likely target of a toxic package; examples are political or public figures, government officials, occupations such as employees of an abortion clinic, large corporations, or news agencies, members or employees of ethnic or religious organizations;

f. Were other threatening notes or phone calls received?

C. Evaluation of reports regarding suspicious mail

1. Concerns expressed by those reporting suspicious items to law enforcement should never be dismissed solely based on frequency of reports, a specific reporting party or office, etc.  Each incident should be evaluated on details as they are presently presented.

2. When receiving a report of a suspicious item, personnel should be alert to characteristics that cause letters and packages to appear unusual, such as packaging or addressing that would cause an ordinary person to take special notice of them.

3. Some characteristics of special note may be:

a. Items that are preceded by or accompanied by threats;

b. Items with a powdery substance on the outside;

c. Items that are received unexpectedly, or from an unfamiliar source;

d. Items addressed to someone no longer employed by the agency or company where it is received, or has incorrect titles;

e. Items which have no return address, or one that cannot be verified as legitimate;

f. Items with obvious misspellings of common words;

g. Items of unusual shape, size or weight;

h. Items with an usual amount of tape or string on it;

i. Items marked with restrictive endorsements such as “Personal” or “Confidential”;

j. Items with strange odors or stains;

k. Items showing a city & state postmark that does not match the return address;

l. Items arriving with excessive postage;

m. Items addressed in block-style print or written or typed poorly;

n. Items with protruding wires or aluminum foil;

o. Items with sounds coming from within the package.

4. The cues listed above are not all-inclusive, and one indicator by itself may not make a piece of mail suspicious.  An evaluation of a letter or package should encompass the totality of the circumstances surrounding the item and its reception, coupled with the officer’s investigation into the incident and his/her law enforcement experience.

5. If there are doubts as to whether a piece of mail or a package or other item should be deemed suspicious, the officer should confer with his/her supervisor.

6. If after interviews with the caller and other involved parties, and an evaluation of the package in question has been completed, it is determined the package or letter does not fit the criteria of a suspicious item, no further police action is required.  As noted in the policy section, items determined to be not suspicious are generally not collected by law enforcement and may be opened by the recipient at his/her discretion.

7. All instances of reported suspicious letters or packages should be reported by the supervisor to the Patrol Division commanding officer, who will report incidents as necessary to the Chief of Police.

D. Opened or Unopened Items with NO Suspicious Indicators

1. While these items are generally not collected by law enforcement, if an officer elects to accept them he/she should advise the addressee of the package that the item will be destroyed within seven (7) days without opening.

2. When collected, the item will be triple-bagged and tagged with a completed Department Evidence Report Form.

3. Face and hand barrier wear may be utilized when these letters or parcels are collected and bagged.

4. Collected items will be transported in the trunk of the police vehicle to the Department impound yard at the Custer Avenue storage facility where they will be placed in the hazardous materials barrel.  These items will not be brought into any police department building under any circumstances.

5. A written report documenting the incident and items collected from the scene will be completed.

E. Unopened Suspicious Packages and Letters

1. If after evaluation of the incident and the possible suspicious package indicators, the package/letter fits the criteria of a suspicious package, the on shift Officer in Charge should be summoned to the scene if he/she is not already present.

2. If the supervisor concurs with the determination and additional actions are necessary, the following steps should be taken.

a. Locate a collection kit, including protective gown or suit, mask, gloves, booties and goggles, or request collection items be brought to the scene;

b. Move the suspect item(s) into a clear plastic bag from the collection kit, double the bag and seal;

c. Thoroughly wash the area(s) where the item was located with soap and water;

d. Place all disposable protective clothing into a biohazard container;

e. Thoroughly wash with soap and water the goggles and your face, hands and exposed skin.

f. The supervisor will contact Lewis & Clark Disaster & Emergency Services at 447-8285, or through the dispatch center, to report the incident and coordinate any additional actions necessary, including determination of the item as a “credible threat”, and any necessary subsequent screening or testing of the collected item.

(1) If determined to be a credible threat, the item will be evaluated for explosives, radiological and chemical hazards with assistance and/or direction from the Helena Fire Department or their designee.

(2) The Lewis and Clark County Health Department will be notified of the incident, because of their role in disease exposure follow up.

g. Samples determined to be a credible threat for biological hazards will be transported to the Montana Public Health Laboratory (MTPHL) at 1400 East Broadway, Helena.  The Laboratory must be notified in advance at 1-800-821-7284.

h. When items are delivered to the Montana Public Health Laboratory, the MTPHL Chain of Custody form must be completed.

i. Items not considered a credible threat by law enforcement will not be accepted by the MTPHL.  Private laboratories are available to test such items at the expense of the complaining party.  Items not considered a credible threat that are not referred to other laboratories for testing may be collected by law enforcement and destroyed.

F. Opened Items with Suspicious Indicators and/or Spilled Contents

1.  Officers responding to a report of a suspicious letter or package that has been opened and contains or has spilled out a suspicious substance shall immediately restrict entry and exit to the scene.  Responding personnel will not enter the scene.

2. If the complainant has not already left the area where the item is located, attempt to establish communication with the complainant (telephone, intercom, etc) and advise them to:  

a. Cover the suspicious item and/or substance.  Do not attempt to clean up;

b. Leave the immediate area and quarantine the area by closing doors or sectioning off the area where the item is located.

c. Request the ventilation system to the area where the item is located be turned off, if possible;

d. Wash thoroughly with soap and water, if available in the area.  The complainant may move to another area to wash, however ask they remain in this area and not move freely about the building;

e. Wait for the proper response personnel;

f. Begin compiling a list of all persons who were in close proximity to them when the letter or package was opened and/or the suspicious substance spilled.  The list should include the names, addresses, and phone numbers of these individuals.

3. The supervisor will request the Helena Fire Department respond for a hazardous materials situation.  The supervisor will coordinate with the fire department supervisor and a unified command will be established to coordinate the collection and packaging of the suspicious item(s), any further investigation of the scene and possible decontamination of persons affected.

4. Communications concerning opened items or spilled contents incidents, particularly concerning hazard materials responses, should be conducted by telephone or secure radio transmissions so as to not unduly alarm the public.

5. The command supervisor will contact Lewis & Clark Disaster & Emergency Services at 447-8285, or through the dispatch center, to report the incident and coordinate any additional actions necessary, including determination of the item as a “credible threat”, and any necessary subsequent screening or testing of the collected item.

(1) If determined to be a credible threat, the item will be evaluated for explosives, radiological and chemical hazards with assistance and/or direction from the Helena Fire Department or their designee.

(2) The Lewis and Clark County Health Department will be notified of the incident, because of their role in disease exposure follow up.

6. Samples determined to be a credible threat for biological hazards will be transported to the Montana Public Health Laboratory (MTPHL) at 1400 East Broadway, Helena.  The Laboratory must be notified in advance at 1-800-821-7284.  Delivery of the suspicious item(s) will be coordinated with the Helena Fire Department and any other responding agencies.

7. When items are delivered to the Montana Public Health Laboratory, the MTPHL Chain of Custody form must be completed.

8. Items not considered a credible threat by law enforcement will not be accepted by the MTPHL.  Private laboratories are available to test such items at the expense of the complaining party.  Items not considered a credible threat that are not referred to other laboratories for testing may be collected by law enforcement and destroyed.

G. Reporting

1. If a package or letter does not fit the criteria of a suspicious item and the item is not taken into custody, the reasons for categorizing the item as such will be detailed in the Call for Service or a written report.

2. If a package or letter is determined to be suspicious or a hazardous materials situation, the reasons behind such a determination will be thoroughly documented in a written report by the responding officer.  The report will address the specific evaluation criteria listed in this document and their presence or absence will be noted.

H. Medical Attention

1. Should any Department personnel become exposed to a suspected substance or handle a bonafide suspicious package (as determined by the evaluation criteria) without use of the proper protective equipment, such an exposure will be documented using the appropriate Worker’s Compensation and Unprotected Exposure Report forms. Such an exposure will be reported immediately to the member’s supervisor.

2. Should an employee require treatment for exposure, procedures for reporting on duty injuries should be followed.
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