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CHAPTER 3
STANDARD OPERATING PROCEDURES
SECTION P
SUBJECT:  Personal Electronic Devices
ISSUE DATE:  7/27/16
RESCINDS:


I. PURPOSE

II. DEFINITION

III. POLICY

IV. GENERAL GUIDELINES
I. PURPOSE

The intent of this policy is to establish reasonable parameters governing the use of personal electronic devices for public safety communicators while on-duty.  
II. DEFINITION
Personal Electronic Device (PED):  is defined as any portable device which can electronically communicate, send, receive, store, reproduce or display voice and/or text communications.  PED include, but are not limited to: cellular telephones, laptop computers, MP3 players, tablet computers, E-readers, iPads, messaging devices, personal digital assistants (PDA’s) (e.g. Blackberry’s Palm Pilots and other Pocket PCs).
III. POLICY

It is the policy of the department that latitude be given within the 911 Center for non-work-related activities such as reading books and magazines and the use of PED’s.  Attention to dispatching duties shall be paramount, and non-work-related activity shall not compromise public safety in any capacity.  This policy is not intended to address any particular electronic device; rather, electronic communication devices in general, due to on-going advancements in emerging technology today.  To ensure 911 operations are not compromised, employees must adhere to the following parameters.  

A. It’s recognized that a PED or paper bound periodical such as newspaper, book or magazine are considered potential distracters for a public safety communicator.  The duties and responsibilities of a public safety communicator shall not concede to the excessive use of any PED or periodical.
B. Supervisors are expected to monitor the use of PEDs and ensure public safety and/or customer service is not compromised.  If it appears there is any delay in answering incoming telephone lines or radio traffic due to a PED, the employee will be directed to put the device away for the duration of the shift.  Misuse or violation of this policy can result in disciplinary action.  

C. Public safety communicators shall not post, transmit, or otherwise disseminate criminal justice information, personal information, or any sensitive information gained in the course of their employment without the express permission from the Chief of Police.  Personal or sensitive information is defined as, but not limited to; dates of birth, social security numbers, home addresses, telephone numbers, family associations, religious affiliations, medical history, schools or any unique identifiers that can be construed as compromising an individual’s right to privacy.  Otherwise, adherence to Social Media shall be in accordance with SOP Vol. 2, Chapter 22.  

IV. GENERAL GUIDLEINES

A. The use of any PED while on duty, even though it is utilized in good faith by the employee and within the scope of this policy, does not grant immunity from having a PED and its files, data, images, downloads, apps, or history subject to a subpoena or pre-trial discovery.

B. Official business is forbidden from being transmitted over any PED.  Official business is restricted to recorded radio and telephone lines, computer-aided dispatch program, Mobile Data Terminals, established paging system, county IT&S network, Novell GroupWise, and supporting internet-based programs.  

C. Viewing websites with any PED via WIFI or cellular-enable network that could bring embarrassment to the department or discredit to an employee is prohibited.  

D. The use of a PED for sending / receiving text messages and personal e-mails is allowed.

E. Public safety communicators are free to express themselves as private citizens on social media sites to the degree that their speech does not obstruct the performance of their duties, impair discipline and harmony among coworkers, or negatively affect the public perception of the department.

F. Public safety communicators are cautioned that speech made off-duty regarding their official duties and responsibilities or pertaining to information obtained while on-duty is not protected under the First Amendment and may form the basis for disciplinary action.
G. When accessing social media via PED, public safety communicators should be mindful that their speech becomes part of the worldwide electronic domain.  Therefore, adherence to this policy is required while interfacing with social media.  Public Safety Communicators are prohibited from the following:
1. Speech containing obscene or sexually explicit language, images, acts or other forms of speech that ridicule, malign, disparage, or otherwise express bias against any race, religion, or any protected class.
2. Speech involving themselves or other department personnel reflecting behavior that would reasonably be considered reckless or irresponsible.
H. A PED shall not cause a distraction for co-workers while on-duty.  The device shall be set to vibrate or silent mode for the purpose of disabling the ringer or imaginative ringtone and notification alerts.  Voice communications are not permitted unless authorized by a supervisor for family emergencies, childcare, or contact with a heath care provider.  Other unique circumstances can be approved by the supervisor on a case by case basis.  Upon receipt of a telephone call, the employee is encouraged to leave the dispatch area.
I. Headphones, earbuds, external speakers, or any other peripheral audible device that would inhibit or distract a public safety communicator from actively monitoring telephone and radio traffic is not authorized.

J. When critical incidents occur or a high call volume persists, public safety communicators must suspend all activity involving texting, social media or any other non-work related task and store the electronic device out of sight in a nearby locker or in a desk drawer. 

K. Cell phone cameras and video recording features should be disabled while inside the 911 Center to ensure adequate operational and network security.  Pictures taken in the 911 Center are not to be posted to social networking sites, unless approved on a case by case basis by a supervisor.              
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