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I. PURPOSE

To provide personnel with guidelines for the management and use of the Department’s Mobile Data Computer (MDC) system. 

To provide personnel with guidelines and procedures for proper and improper access to MDC-based information and other confidential criminal justice information.

II. DEFINITIONS

A. Mobile Data Computer (MDC) – a computer, usually placed in a vehicle, utilizing a special set of programs and a radio-based wireless modem, used to send and receive electronic messages and other data.

B. Premier MDC (PMDC) – Motorola Corporation’s Premier MDC is the Department’s authorized wireless mobile data communication software.

C. System Administrator – a person designated by the Chief of Police responsible for the management of the mobile data computer system.  The System Administrator may designate other employees to assist in the management, installation, repair and maintenance of the system.

III. POLICY

A. All personnel will abide by the guidelines and rules set forth in this document concerning the proper access to and use of mobile data computers.

B. No employee of the department will access a MDC unless they have been properly trained in its use, been given specific password-protected account access to the units, and certified by a department instructor.

C. Mobile Data Computers will be used exclusively for official Department business, and only within the guidelines and restrictions put forth in this policy.

IV. PROCEDURE

A. Installation, care and maintenance

1. Field personnel are not allowed to install, remove or otherwise tamper with the hardware, installation, accessories or software configurations of MDC units.  This is to include the installation of unauthorized software, accessories or screensavers.

2. All software and upgrades will be authorized through the System Administrator.  

3. No alterations will be made to the mounting equipment or location of MDC components.

4. In the event of any malfunction of MDC-related equipment or software, the user should complete an automotive repair order and forward it through their supervisor to the System Administrator or his designee.  Repair work may be contracted to authorized repair facilities. 

5. Food or liquids shall not be in the vicinity of the MDC monitor or CPU.  Under no circumstances will the MDC monitor or keyboard area be used for resting food or drink containers.

6. The touch screen monitor should be used only by fingertip.  The screen should never be used by utilizing a pen, knife or any other sharp or pointed object.

7. Employees will be held accountable for any damage to the MDC system resulting from intentional abuse or gross neglect.

B. Authorized users

1. Before using MDC equipment, department personnel must successfully complete training in the operation of the computer hardware and the Motorola Premier MDC user software.

2. Before being granted access to the CJIN/NCIC functions of the MDC unit, personnel must successfully complete mobile user training through the State of Montana Department of Justice CJIS Training Bureau.  This training may be conducted either on-line or by attending an instructor-led course, at the discretion of the department’s CJIN Terminal Agency Coordinators. This training will include review of current CJIN user and security policies.

3. Training in the operation of the MDC hardware and Premier MDC software will be conducted on an as-needed basis.  CJIN certifications will be renewed every two (2) years as required by the Department of Justice.

C. Operation

1. All NCIC operations will comply with established policy guidelines for appropriate use and access to criminal justice information.

2. Transmission of electronic messages and data will be treated with the same propriety, professionalism and confidentiality as official written correspondence.

3. Transmitting messages (other than as required for criminal justice investigative or public safety purposes) that involve the use of obscene language, images, sexually explicit materials, or messages that disparage any person, group or organization, including other employees or supervisors, is prohibited.

4. MDCs are tools used to enhance the ability of officers to effectively perform their duties.  MDCs should not be considered a strict replacement for voice/radio communication.

a. Officers should utilize voice communications when they initiate traffic stops or other incidents where it is vital dispatch and other officers are notified of the stop location.

b. Traffic stops can be cleared by radio or MDC, at the officer’s discretion.

c. Officers may self-initiate stops for other types of incidents where officer safety is not an immediate concern.

d. CJIN/NCIC requests should be made by voice radio transmission through dispatch any time officer safety is an issue.

e. Officers should continually consider safety concerns while on traffic stops and when confronting suspects before focusing attention on the MDC.

f. Wanted person or property “hits” shall be verified through the dispatch center.

5. Officers should remain mindful that their first priority is operating their vehicle in a safe and careful manner.

a. While the vehicle is in motion, MDC inquiries should be limited to no more than several keystrokes, such as what may be required for a registration query or CAD status update.

b. If a MDC inquiry requires more attention than this, the officer should stop the vehicle before making the transaction.

c. This does not preclude a passenger user from operating the MDC while the vehicle is in motion.

6. At the beginning of a tour of duty, officers will log onto the MDC using their unique user ID and password.  Unless the unit is not functioning, officers are expected to be logged on during their tour of duty.

D. Dispatch and call for service management

1. All calls for service will be sent by dispatch through the MDC, when available.

a. Emergency calls or calls in progress will be sent via MDC and by voice over the radio.

b. Officers should acknowledge receipt of these calls by radio.

2. All other non-emergency calls will normally be dispatched via MDC only.

3. Officers will acknowledge receipt of a non-emergency MDC dispatched call via MDC or radio.  This may be done by indication that the officer is en route via the MDC, a message to dispatch to that affect, or a voice radio communication.

4. At the conclusion of a call for service investigation, officers will enter the appropriate disposition code and, if no written report will be filed, comments as to the investigation.  Officers are free to enter comments on all calls for service, even if a written report will be completed.

E. Security

1. Criminal justice information that can be accessed through the MDC is not public information, shall be accessed for authorized criminal justice purposes only and not disseminated to the general public.

2. MDC users will take all reasonable steps to ensure confidential criminal justice information accessed through MDC units is not accessible to the public or unauthorized users.  These steps will include, but are not limited to:

a. Making an effort to shield MDC display screens from public view as much as practical, including ride alongs and prisoners during transport.

b. Locking their patrol vehicle when left unattended.

c. Properly logging into and out of MDC access using their assigned user information and passwords.

d. Logging off the MDC unit when the user will be away from the unit for a prolonged period of time, or at the conclusion of his/her shift.

3. Access to MDC units will be protected through the use of a Windows access user name and password.

4. Access to the Premier MDC software, including CJIN/NCIC access, will be through unique user IDs, assigned to each user.

a. MDC users are responsible for maintaining the security of their chosen password.

(1) Passwords or user IDs should not be shared with others and are only for use by the person they are assigned to.

(2) User IDs and passwords should not be written down or kept in areas where their security could be compromised (such as on the unit, on a note, on the sunvisor, etc)

b. Password requirements

(1) Passwords must be 8-10 characters in length

(2) Must contain at least one alpha and one numeric character

(3) Must be changed at least once every 60 days

(4) Cannot be the same as the user ID

5. All employees accessing the MDC system will be held accountable for the appropriate and correct use of requested information and how that information was disseminated.

6. Mobile Data Computers will be used exclusively for official Department business, and only within the guidelines and restrictions put forth in this policy.

7. Employees are reminded that all MDC transactions, including CJIN/NCIC inquiries, messaging and chat transmissions, are recorded and that misuse of the MDC will be considered grounds for disciplinary action.

F. Department property

1. MDC units are the property of the City of Helena and the Helena Police Department and are intended for use in conducting official business.
2. Department members do not maintain any right to privacy on MDCs.
3. The Department reserves the right to access any information contained on MDCs or to access any logged or transmitted messages or data requests.
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