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I. PURPOSE

A. To establish and maintain a system with which to quickly contact the residents or businesses of the City of Helena and Lewis and Clark County within specific geographic areas in order to provide information or instructions in the event of an emergency.

B. To establish and provide rules and procedures to employees of the Helena Police Department in the proper utilization of EPN Services.

II. POLICY

A. It is the policy of the Helena Police Department, in cooperation with the Helena Fire Department, the Lewis & Clark Country Sheriff’s Department and the Helena Police Department Support Services Division to use Intrado/Qwest Communications’ “EPN (Emergency Preparedness Network)” Services as a communications tool, supplementing other communications media.

B. EPN will be used to inform citizens of emergency situations that immediately threaten their lives and/or property.

III. DEFINITIONS

A. Emergency Preparedness Network/EPN: is an integrated system that identifies and notifies an identified population within minutes of initiation of the system.  EPN includes the development and maintenance of a database of telephone numbers by geographic location, maintenance of department-defined call lists, and high-volume automated dialing of numbers and playback of department-recorded messages.

B. Call list: is a list of numbers created and maintained by the department and delivered to Qwest to be dialed by the EPN service for message delivery in a call list event.

C. Call list event: is an event where the telephone numbers to be called are obtained from the department-provided and maintained lists, as opposed to events in which numbers to be called are extracted from the EPN database by geographic location.

D. Customer messages: are messages created by the system users and identified to the EPN system operator for transmission via EPN.

IV. PROCEDURE

A. Outline of EPN system

1. EPN utilizes a message delivery system which is capable of placing thousands of simultaneous calls, delivering pre-recorded messages to telephone subscribers, through use of mapping software, within a defined geographic area or according to predefined call lists.

2. EPN Event Types

a. Call lists can be created for use in notifying emergency or first responders of pertinent information. Such examples would be lists consisting of police, fire, or search & rescue personnel.

b. Preplanned events, in which event boundaries are constructed in advance, such as a calling area based upon floodplain data

c. Dynamic events, in which event boundaries are determined in real time based on present or developing information

(1) Address & radius events are initiated after providing a street address to the EPN system and designating a specific radius around the given address in which calls will be placed.

(2) Intersection & radius events are initiated after providing a street intersection to the EPN system and designating a specific radius around the given intersection in which calls will be placed.

d. Call back events, in which a previously launched event is reissued, for example, to update information or cancel an alert an agency has sent out.

e. User-drawn events, in which the person initiating the event specifies the boundaries of the call area.  Boundaries in user-drawn events may be drawn to user specifications, as opposed to radius boundaries in address or intersection events.

3. The system can be used to make many types of public safety notifications such as, but not limited to:

a. Natural disasters, such as floods, fires, water safety alerts, etc

b. Man-made disasters, such as terrorism threats, HAZMAT emergencies, hostage situations, escaped prisoners, etc

c. Missing persons

d. Notification of evacuation routes

e. Utilities outages, street closures, or other service-related notifications

f. Other situations as approved by the Chief of Police, the Lewis & Clark County Sheriff, or the Helena City Fire Chief.

B. Management

1. The EPN System will remain under the management of the Helena Police Department, Support Services Division.  The Helena Police Department, Lewis & Clark County Sheriff’s Department, or the Helena Fire Department may initiate call events with proper approval.

2. The Helena Police Department will oversee day-to-day operation of the EPN System and will appoint a staff member to be the system administrator.  The administrator will be responsible filing the necessary reports on the use of the system with the Chief of Police, and periodic evaluations and testing of the system.

C. Location

1. The EPN system is accessible from any location by way of a telephone launch.  The EPN system may also be activated by way of a web-based launch and may be initiated from anywhere with compatible internet access and the appropriate user ID and password.  

2. The EPN system will be accessible by authorized Helena Police, Helena Fire or Lewis & Clark Sheriff personnel only.

3. Access to the EPN system is available to authorized personnel 24 hours a day.

D. General Guidelines

1. The EPN system’s outgoing messaging will be used primarily for emergency situation where the lives and/or property of the citizens of Lewis & Clark County are being threatened.

2. Before utilizing the EPN system, users should take into account the availability of alternative methods of notification, the type of incident involved, the need for immediate or urgent notification and the size of the area impacted.

3. The sending of an EPN notification does not preclude the use of other notification methods in addition to the EPN message, such as door-to-door notifications, mass media advisories, etc.  For example, if an evacuation is ordered for a given area, a door-to-door canvas is likely still necessary to ensure the safety and evacuation of those affected.

4. An EPN system notification can be requested by:

a. Any supervising officer from the Helena Police, Helena Fire Department, or the Lewis & Clark County Sheriff’s Office.

b. The County Disaster & Emergency Services Coordinator

c. Authorized administrators from other public service agencies, such as public schools, universities or colleges, the Montana Highway Patrol, the Montana National Guard, and such.

d. Requests for system notifications must be made to the Chief of Police, Fire Chief or County Sheriff.

5. Initiation of an EPN event must receive approval from the County Sheriff, the Chief of Police or Fire Chief, or his/her designee, before the system may be activated.

6. In order to maintain the security of the EPN web-based system, access will be granted to select personnel via user IDs, key codes and passwords.  Personnel assigned access IDs, key codes or passwords may assign their access rights to other personnel in order to initiate an authorized event.

7. The event initiator is responsible for the content and dissemination of the EPN message.

8. EPN messages will be recorded personally by the County Sheriff, the Chief of Police or Fire Chief, or that person’s designee.

E. Launching a Call Event

1. Web-based launch

a. The person authorizing the call event (the Chief of Police, Sheriff, or Fire Chief, or his/her designee) contacts the Voice Message Center and records the message to be delivered.  The Voice Message Center is reached at 1-800-451-2979 (or 1-800-479-0531 in the event the primary number does not work)
(1) Access to the Message Center requires use of the PIN assigned the Department.

(2) Note the ID number assigned to the saved voice message – this is needed later to initiate the call event.

b. Position #4 in the dispatch center has been designated as the location to be used to initiate web-based call events.  Log on, access Internet Explorer and go to http://www.warnnow.com
c. The system requires a user ID and key code, which is assigned to authorized users.  Authorized User IDs, passwords and key codes will be made available to other Department personnel for use in initiating call events.

d. Select the type of event you wish to initiate (Address, Intersection, User-drawn, Pre-planned, Callback, Call-list), then follow on-screen instructions to complete the required fields for the chosen event.

(1) Enter the message number you were given when message was recorded.

(2) Enter the phone number for one call to be placed to verify the message contents are correct – one you or someone involved in the incident can answer to verify the proposed call is correct.  This can be cell phone if needed.  This is what is called the message verification call.

(3) Enter either address, intersection information, select a pre-planned call list,  draw a map of the proposed call area (depending on the type of event you selected).

e. The system will display the number of telephone numbers selected and the map of the selected event, except for Call List events.

f. Select “Place Verification Call”.  A call will be placed to the phone number you specified earlier.

g. When you confirm all information in the message is correct, select “Launch”, “Edit Event Parameters” (to edit the current event), or “Cancel”.

h. You are provided an Event ID for the launched event.  You may log out or remain on-line for on-going event status updates.

i. In the event the need for the call event is resolved, the event can be aborted, preventing any further calls from being made.

j. The system will create summary and detail reports following completion of the event.

2. Phone launch

a. The person authorizing the call event (the Chief of Police, Sheriff, or Fire Chief, or his/her designee) contacts the Voice Message Center and records the message to be delivered.  The Voice Message Center is reached at 1-800-451-2979.
(1) Access to the Message Center requires use of the PIN assigned the Department.

(2) Note the ID number assigned to the saved voice message – this is needed later to initiate the call event.

b. Call the Emergency Call Relay Center (ECRC) to initiate the event – 1-800-664-5231 (or 1-800-479-0531 in the event the primary number does not work)
c. You will be asked whether you are calling about an emergency event launch or a support question.  Tell the ECRC this is an emergency event launch.

d. Provide the ECRC your contact phone number, the voice message number (received when the message was recorded) and the type of event you want to launch (Address, Intersection, User-drawn, Pre-planned, Callback, Call-list).

e. You will be asked for the phone number for one call to be placed to verify the message contents are correct – one you or someone involved in the incident can answer to verify the proposed call is correct.  

(1) This can be a cell phone if needed.  

(2) This should also be a different phone number than the one you are using to speak with the ECRC.  You will remain on your current call when the call is placed.

(3) This is what is called the message verification call.

f. You will have to provide specific information based on the type of event you request, i.e. for an Address & Radius event, provide the house number, street name, and radius distance.

g. The ECRC will confirm the message content with you and provide the number of telephone numbers in the event.

h. The ECRC will ask if you want to place the message verification call.  Have them place the verification call and confirm all information is correct.

i. If all information in the verification call is correct, when asked whether to launch the event, request the Event Launch, or ask to change or cancel the event.

j. You will be provided an event ID for the launched event.  You may remain on the phone for ongoing event status updates.

k. In the event the need for the call event is resolved, the event can be aborted, preventing any further calls from being made.

l. You may request a faxed summary report following the event, or access the report through the web site.
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